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Abstract- An Identity-based secure data retrieval scheme using Paillier 

cryptosystem for privacy-preserving applications. The proposed scheme 

is defined in the following accomplishment. Initially, immediate 

attribute revocation is used to enhance the secrecy of private data via 

reducing the   windows   of   susceptibility. Then, fine-grained access 

policy described by encryptor’s using several monotone access structure 

underneath attributes delivered from several selected set of authorities. 

Finally, the characteristic of the privacy-preserving applications is 

exploited by an e s c r o w -free identity-based key issuing protocol and 

the key escrow problem could be solved. If, unauthorized users have 

not enough authorizations to satisfy the access policy should be 

restricted from accessing the plain data in the storage system. Moreover, 

unauthorized access from the storage system or key authorities should 

be prevented. In case, multiple users join together, they m i g h t  

decrypt a cipher text by combining their features and also if each of 

the users couldn’t decrypt the cipher text alone. Furthermore, an 

adaptive key evolution technique is scrutinized to make sure the users’ 

session keys to forward safe and secure. The EPPDR can achieve 

forward secrecy of users’ session keys, privacy-preservation of electricity 

demand, and evolution of users’ private keys is indicated by the security 

analysis. If compared to an existing scheme that also attains forward 

secrecy. But, EPPDR has improved efficiency in terms of 

communication overheads and computation. Then, it can adaptively 

control the key evolution by balance the trade-off between the security 

level and communication efficiency. 
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1. INTRODUCTION 
 
Nowadays, Smart   grid   has   developed   as   a promising 

solution to the next generation power grid system [1]. It exploits 

communications and information technology join together and 

act as on information that is about the behaviors of consumers 

and suppliers, in an automated fashion to enhance the economics, 

efficiency, reliability, and distribution of electricity sustainability 

of the generation [2]. Demand Response (DR) is one appealing 

feature of smart grid,   which   can   support   users   to   use   

energy efficiently. Then, it converts, non-emergent power 

demand from on-peak time to off-peak time [3]. It gets various 

benefits to users. As the results, users can reduce their electricity 

expenditure by matching the operation time of different electric 

appliances in their places to the period with the economical price. 

Additionally, to enable the above characteristics of DR, it often 

relies on a control center to i m p l e m e n t  r e a l -time   

management of users’ electricity demand through the 

communications between the control center and smart meters 

installed in users’ homes. 

As smart grid is closely related to people’s daily lives, 

to resolve the security and privacy concerns in smart grid is 

crucial [4], [5]. Note that in the smart grid networks, adversaries 

might eavesdrop the communication between users and control 

center and identify the users’ electricity demand. With this 

information, they are able to track learn about the users’ habits 

or lifestyles [6]. Moreover, adversaries might compromise the 

smart meters and further obtain stored secret information such as 

their session keys and private keys [7].In addition, to preserve 

cyber security and user privacy, DR should not only provide 

privacy-preservation of electricity demand, yet also mitigate the 

damage caused by the exposure of secret keys stored on the 

smart meters. 
Among many security and privacy requirements for protection 
of electricity demand and response messages   in   smart   grid,   
forward   secrecy   is extremely important since cryptographic 
computations, e.g., encryption, signature, and authentication, are 
often carried out on the insecure smart meters [ 8]. In a scheme 
with   forward secrecy, secret keys are evolved at regular time 
span. Furthermore, the disclosure of a secret key interrelated to 
a granted time span does not allow an adversary to break the 
scheme for any prior time span [9]. 
 

Despite its importance, forward secrecy has not been   well   

studied   in   smart   grid   due   to t h e  complexity of smart grid 

communication. Existing schemes mainly focus on achieving 

confidentiality and integrity of communication, and mutual 

authentication among different entities [10]. 

To improve the security level of smart meters, 

forward secrecy should be considered. The security and 

performance of EPPDR are extensively analyzed. Specifically, the 

contributions of this paper are twofold. 

    Initially, we proposed the homomorphic encryption 

to achieve privacy-preserving demand aggregation 

and efficient response is exploited by the EPPDR. 

Hence, the security analysis demonstrates that EPPDR 

can achieve forward secrecy of users’ session keys, 

privacy preservation of electricity demand, and 

evolution of users’ private keys. 

   Additionally, we compare an existing scheme and the 

EPPDR which also attains forward secrecy. The 

comparison results demonstrate that EPPDR is more 

efficient such as communication and computation 

overheads. Therefore, EPPDR is used to control the 

key evolution, and then to balance the trade-off 

between the security level and communication 

efficiency. 

 

2. RELATED WORKS 
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There are three techniques: homomorphic encryption, forward 

secrecy and key evolution which are closely related to the 

proposed scheme in this paper. 

 Homomorphic   encryption is used to attain certain 

algebraic operations on the plaintext, then to be 

performed directly on the cipher text and has been used 

in many data aggregation schemes. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig.1 Network model for smart grid 

 

 Forward secrecy of users’ session keys: It should be 

ensured that the exposure of users’ session keys 

corresponding to a given time span does not allow an 

adversary   to   decrypt   any   prior   time period’ 

messages. Specifically, if an adversary X compromises 

a HAN user, X cannot get its earlier electricity 

information. As a result, the forward secrecy can be 

achieved. 

 Evolution o f  u s e r s ’  p r i v a t e  k e y s :  The 

evolution of users’ private keys should be achieved, i.e., 

if an adversary X compromises any earlier private key 

of a HAN user, X cannot use it present or in the 

future. 
 
3. EXISTING SYSTEM 
 
The sensor nodes transmit critical information upon the 

network, in several applications; Therefore, security services, 

equally, authentication and pairwise key establishment between 

mobile sinks and sensor nodes,  are essential. Hence, the 

resource restraints of the sensor nodes and their 

communication above a wireless medium make data privacy and 

integrity a nontrivial mission. Earlier schemes in ad hoc 

networks using asymmetric keys, which encryption uses 

different keys for decryption and encryption. Both the keys are 

mathematically connected and they custom a key pair. Then, 

one of the keys should be kept private, termed private-key. 

Then, another can be made public (it can be sent by mail), 

termed public-key. Therefore, this is known as Public Key 

Encryption. Correspondingly, for encrypting the message-digest, 

then the private key is used; and that application private-key 

algorithm is termed as message-digest encryption algorithm.  

 

3.1 DISADVANTAGE 
 

1)  Traditional schemes are using asymmetric keys in ad hoc 

networks that are expensive due to their storage and 

computation cost. 

2)    The face of mobile sink replication attacks is still not solved 

by the authentication and the pairwise key formation in sensor 

networks with MSs. 

Similarly, for encrypting the secret-key, then the public key is 

used; and that a p p l i c a t i o n  private-key algorithm is termed 

a key encryption algorithm. In that way, an existing system 

worked. 

3) An attacker can simply find a large number of keys by 

catching a small part of the network sensor systems, due to the 

q-composite key predistribution schemes and the basic 

probabilistic. 

4) The entire network is taking control under the attacker by 

deploying of a replicated mobile sink, and also preloaded with 

some compromised keys to authenticate. Then, to start with the 

data communication with several sensor systems. 
 
4. PROPOSED SYSTEM 
 
In this scheme, we propose EPPDR which is known as an Efficient 

Privacy-Preserving Demand Response scheme with adaptive key 

evolution. Our previous research is, in improving the preliminary 

demand response scheme for achieving adaptive key evolution. 

Then, it understands secure and efficient electricity demand 

aggregation and it responses based on the homomorphic 

encryption and the key evolution techniques. The EPPDR can 

achieve forward secrecy of users’ session keys, privacy- 

preservation of electricity demand, and evolution of users’ private 

keys, that is demonstrated by the Security analysis. 

 

4.1 ADVANTAGE 
 

1) In this scheme, we compare an existing scheme and the 

EPPDR which attains forward secrecy. Then, as per the 

comparison results demonstrate that EPPDR is more efficient 

such as, in terms of communication and computation overheads. 

Hence, the EPPDR can adjust and control the key evolution, then 

to balance the trade-off between the security level and 

communication efficiency.  
 

2) In this scheme, we proposed t h e  achieved evolution of 

users’ private keys, forward secrecy of users’ session keys, and 

privacy- preservation of electricity demand. 

 

4.2 ARCHITECTURE 
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Fig.2 System Architecture 
 

5.   THE ARCHITECTURE    INVOLVES   THE   

FOLLOWING MODULES 
 

5.1 MOBILE SINK REQUEST 
 

In this proposed scheme, we are using Multi-Client Server 

Communication System which provide access to a central 

application where  one  or  more  remote users and multiple users 

can to send request to  server  nodes  at the same time  through  an 

authentication access node. 

 

5.2 AUTHENTICATION ACCESS POINT 
 

The data request messages f r o m mobile sink to the 
server nodes via an authentication access node. Then, the 
authentication access node to trigger server nodes are 
initiated by the mobile sink’s data request messages,  a n d  
a l s o  to transfer their accumulated data to the requested sink. 

 

In addition, the authentication access node, which is 

included by a sensor node, and from the static polynomial pool, 

it is probably choosing a subgroup of polynomials. 
 

The mobile sink authentication is independent of the 

key distribution scheme and it is used to connect the server 

network which is major advantage of using different pools. 

Therefore, we are utilizing, a Server node and a mobile sink 

between session keys. 

 

5.3 SERVER NODE RESPONSE 

 

The server node response which is used to transmit their data to the 
required mobile sink. And then, the scheme is used two different 
polynomial pools which are the static polynomial pool and the 
mobile polynomial pool. Therefore, having some sensor nodes 
and using two key pools that transmit keys from the mobile key 
pool. Then, it will make it more complicated for the attacker to 
release a mobile sink replication a n d  m a k e  a n  attack on the 
sensor network by catching a few arbitrary sensor systems. 
Otherwise, the sensor nodes, which carry keys from the mobile 
key pool will be captured and will have by the attacker.  

 

5.4 PAIRWISE KEY PREDISTRIBUTION SCHEME 

 
To achieve the security in wireless sensor networks then, it is 
important to encrypt and authenticate messages sent among 
sensor nodes. The encryption keys are used for the authentication 
purposes must be agreed upon by communicating nodes. As a 
result of, resource constraints, attaining such key agreement in   
wireless sensor networks is nontrivial; In this scheme, we 
propose two key pre-distribution schemes that allow  a mobile  
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sink to establish  a  secure  data- communication  link, on  the 
fly, with  every sensor nodes. 

 

5.5 MOBILE SINK DECRYPTION 

 

The data request messages i s  s e n t  b y  a mobile sink sends 

to the sensor nodes through a stationary access node and 

sensor node replied for the particular request via Stationary 

access node. The Stationary access node encrypt the data using 

Pair wise key pre distribution scheme and then data transferred 

to mobile sink, it generates pair wise key and get one key from 

that pair wise   and then get another key pair from sensor node 

polynomial pool. Due to this two pair keys mobile sink get 

one from each pair and the decrypt the received signal. 
 

6. IMPLEMENTATION 
 

6.1 FILE INSERT 
 

 
 

Fig.3 File insertion 
 
Using this page we can insert a new file into the database. 
 

6.2 SERVER RESPONSE 
 

 
 

Fig.4 Server response 
 

Getting response from the server for sending a file without 

server response we cannot transfer a file. 

  

6.3 ENCRYPT FILE 
 

 
  

Fig.5 Encrypting the file 

 

 

File should be encrypted by using a RSA algorithm with 

the help of pairwise key. 
 

6.4 ENCRYPT FILE 
 

 
 

Fig.6 Encrypted file 

 

6.5 DECRYPT 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.7 Decrypting the file 
 

Receiver   can   decrypt   the   file   by   using   the 
generated pairwise key. 
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6.6 DECRYPT FILE 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.8 Decrypted file 
 

After decryption the file will be look like this. 
 
7. CONCLUSION 
 

The IP layer topologies and the optical correlations are 

ignored by the commonly used independent and SRLG models. 

Accordingly, it does not reflect exactly, so the correlation 

between logical link failures and it may not select reliable 

backup paths. In this scheme, we propose t h e  minimizing 

routing disruption affected by IP link failures in this cross-layer 

approach. Therefore, our progress to calculate on the reliability 

of backup paths in the effect of IP link failure by using 

probabilistically correlated failure (PCF) model. We p r o p o s e  

in this model, an algorithm to minimize the routing disruption 

by selecting several reliable backup paths to guard every single 

IP link. Then, the proposed approach ensures that the rerouted 

traffic does not cause logical link overload, when multiple 

logical links fail simultaneously. 

In addition, we calculate our approach by using actual 

ISP networks along with the IP layer topologies and the optical. 

Then, as per the results display that two backup paths are 

sufficient for protecting a logical link. If, compared with existing 

works, then the backup paths selected by our method are at least 

18 percent more reliable. After that the routing disruption is 

reduced to 22 percent. Additionally, to prevent the logical link 

overload make happened via the rerouted traffic, is proposed in 

this approach. 
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